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June 3, 2025 
 
 
Evertz has been made aware of security advisory CVE-2025-4009 which cites a detected vulnerability in 
certain Evertz products.  
 
This advisory cites the potential for remote command execution via specific methods and an 
authentication flaw. 
 
Evertz takes security extremely seriously and is actively working on the correction for this CVE and 
expects to release an updated version of the WebEasy interface core for subsequent integration into 
affected Evertz products very shortly. Exploitation of this CVE would require someone to fully breach the 
security posture of the relevant facility and gain direct access to the network and the device in question. 
 
We investigated the methods that the reporting entity (ONEKEY Research Labs) attempted to contact 
Evertz. All of them were via email only and the email addresses used were either invalid (would have 
bounced back) or were inappropriately targeted. We will be contacting ONEKEY Research Labs to 
correct their communication processes.  
 
Evertz will post updates on this CVE as they become available.   
 
 
 


